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As you may be aware, RFE/RL initiated the Jigsaw Outline project nearly a year ago to
address the needs of our users in accessing the internet in restricted countries. Jigsaw
Outline continues to be an integral part of this solution, running in the background, albeit
invisibly from the end-user's perspective. Frontend layer and management of virtual
browsers is provided by Kasm tool.

e Accessing geo-restricted resources in hostile countries to confirm stories.

e Investigation of censorship measures - you should be able to access to most of websites
in given country via Outline Kasm, however, experience is not 1:1 the same as you would
have in country using standard internet service provider (e.g., accessing the internet via
phone). In most cases you can access more websites that regular users thus such use
would not provide accurate results for exact comparison.

e Outline Kasm is NOT persistent. That means once you close/delete your Outline Kasm
session all data in virtual browser including browsing history will be removed. If you need
to store data see User Guide below.

e Qutline Kasm is not an anonymizer and is unable to guarantee anonymity.

e Company provided Cisco AnyConnect VPN is primary VPN tool. Please contact IT support,
they should guide you about processes for obtaining Cisco AnyConnect VPN.

e Functionalities in Pilot mode can be changed - either limited or extended. There is no
guarantee that all functions remain in place in production mode and may be
removed/limited or made available only upon additional approval.

e Kasm Outline service does not have any commitment for availability. Governments
actively trying ways how to limit accesses and it can happen that the solution won't be
available for weeks or even months, depending on measures. Also, currently in pilot
mode you can experience shorter outages due to changes which may happen.

e Logos and graphics is going to be improved in the near future.

e The current session length is limited to 4 hours.

Currently, there is no comprehensive Code of Conduct for Outline Kasm in place; therefore,
please adhere to the Outline Code of Conduct whenever it is applicable. The Outline Kasm
solution is not fully in a production-ready state. Please keep this in mind while using it.

Although Outline Kasm is not an anonymizer and do not guarantee anonymity you can
always try to reduce your footprint. Bear in mind that network traffic is physically going
through Belarus or Russia and it is outside of RFE/RL control.
e Do not login to your personal email mailboxes, social network accounts or websites.
e Do not login to RFE/RL Office 365 or any other RFE/RL information systems.
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User Guide
This guide will walk you through the steps to log in, use the tool effectively, and address
common issues that may arise during the usage.

How to Login

Type “rferl.kasmweb.com” into your browser and then click on button “Azure
AD” on left side of screen. Preferred browser is Chrome-based (e.g., Chrome or Microsoft
Edge):

Login

Email *

@) Outline

Password *

Azure AD

Figure 1 Login to Outline Kasm

e If you are already logged into RFE/RL 0365 in the browser you're using, you will be

redirected thanks to Single Sign-On (SSO).
e If you are not already logged in, you will be prompted to log in to RFE/RL 0365 using
your standard 0365 credentials.
e Please do not fill email and password fields.
Select Location & Open the Workspace
You can select three options — Belarus, Russia and EU. Just click on the respective button
which opens given workspace.

European Union Russia browser

Browser ‘ |

Figure 2 Country selection

Belarus browser
Browser
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What is workspace? In this case workspace is virtual browser. This virtual browser is running
outside of your computer and you can access it remotely using your browser on the device.
See screenshots on next page.

Select where you want to open the content (Current Tab, New Tab, New Window)

Launch Russia browser
Russia internet

Open Session In

| Current Tab

Launch Session

Figure 3 Selection of session window / tab

If you select New Tab / New Window ensure your browser does not block pop-up
tabs/windows and allow them if needed. Then switch to new tab/window.

If you select Current Tab option “browser in browser” will appear directly in the current tab.
It can take up to 30 seconds until virtual browser appear, please be patient.

eoe M- < 0 & rferl kasmweb.com “ @ e h +

iif Apple iCloud Yahoo Bing Google Wikipedia Facebook Twitter Linkedin The Weather Channel Yelp TripAdvisor Microsoft Rem..ity Analyzer »
Mozilla Firefox

@ “ @ New Tab x ‘ + v

« > C [ Q_ Search or enter address © 8 =

Webcam Disabled

Sound Enabled

Microphone Disabled

Clipboard

Download Firefox
Upload

Streaming Quality
Share Instance G search with Google or enter address
Webcam Settings

Advanced Settings

{ Fullscreen n .
LS u>
X ~—?, :

]
&
&
(@)
3
o
©

Workspaces

O ©

Log Out uTube Facebook Wikipedia Reddit @amazon Twitter

G

Delete Session

Figure 4 - Workspace with virtual browser

Then you can browse the internet as you would be in Russia/Belarus/EU based on selected
workspace:
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eoe [+~ < > 0 & rferl.kasmweb.com < G ¢

ii Apple iCloud Yahoo Bing Google Wikipedia Facebook Twitter Linkedin The Weather Channel Yelp TripAdvisor Microsoft Rem..ity Analyzer Sign-in log s...crosoft L

PocToBckui obnactHow cyn — Mozilla Firefox

e “ - POCTOBCKMIt 06nacTHON « X I +

< - C [O Q oblsud.ros.sudrf.ru

POCTOBCKUI1 OBJIACTHOM CY/]

@ e Q | CYAEBHOE OEJIONPOU3BOACTBO v  KAJIBKYJIATOP rOCNnoWwJiNHbI

BEPCHUS IUIS YBaxaemMble noceTutenu PocTtoBckoro obnacrHoro cyna!

CITABOBUOANIUX

B COOTBETCTBUM C NocTaHoBneHWeM lMpasuTenbcTBa PocToBckon obnactu oT 01.06.2022 Ne 470 «O npusHa
YTPaTUBLUMMK CUTYy HEKOTOPbIX NOCTaHOBAEHWI MpaBuTenbcTBa PocToBCKOW o6nacTu» B PocToBcKkoM obnacT

OcTaBETe Bamie MHEHHE 0 caiiTe cyne c 02.06.2022 oTMeHeHbl OrpaHW4YeHuns, BBeleHHbIe B CBA3M C pacnpoCTpaHeHWEM HOBOW KOpPOHaBMPYC
VHpeKumn.

> NOJAYA Mpocvm noceTuTenei PoCTOBCKOro 06/1acTHOMO Cyaa Npu Hanuyuu NoBbILIEHHON TeMNepaTypbl Tefa, NpusHa
NPOLIECCYAJIbHbIX pecnupaTopHbix 3abonesaHnin BO3Aep)KaTbCa OT noceleHns obnacTHoro cyaa.

OOKYMEHTOB B

SNEKTPOHHOM BUJIE KoppecnoHgeHuus B agpec POCTOBCKOro obnacTHoro cyfa MOXeT 6bITb Hanpas/jieHa ¢ nomoLlbio MoyTsl Poc

nnn Yepes UHTepHeT-nopTan PocToBCKOro o6nacTHoro cyna.

' s TMPECC-CITY XbA
CYNEUCKOE

COOBUIECTBO

Figure 5 Example - Russian court

Time Limit

At the bottom of page you can see counter, which starts at 4 hours. Once counter reaches to
0 your session will be forcefully deleted and data lost. If you need prolong sessions open
fresh workspace.

@ (3 https://rferl.kasmweb.com/#/kasm/027bd314-... [ A {7 a8 = R
@ Welcome to Chrome x +
“ > C @ Chrome | chrome://welcome < % O &

v

¢ Set up your browser in a few simple steps

Make Chrome your own

03:59:26

Figure 6 Session time limit
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Kasm Menu

>
To see further options open menu on left side (small grey arrow) '

multiple options, see Figure 7.

Most important options are:

&
&
&
@)
2

RA
"2

& © ©

~

ww RadioFreeEurope
Radioliberty

. In menu you have

Sound Enabled
Microphone Disabled
Clipboard

Download

Upload

Streaming Quality
Advanced Settings
Fullscreen
Workspaces

Log Out

Delete Session

Figure 7 Kasm menu

e Select Workspaces If you want to keep the current session in place &return to
workspace selection (e.g., open different workspace with another virtual browser)

e Select Delete Session once you finish your work.

e Select Log Out — your session will be deleted later, so you have some short period of
time to return to it. You can always just close browser window in your browser

instead of Log Out.

e Select Clipboard if you want to copy & paste text from or to virtual browser
e Download and Upload — these features are available in Pilot, and may be restricted /
limited in production, exact rules are not defined yet.

Download, Upload

Please be vigilant while using Download feature — do not
download executable files, scripts or even office documents
which can contain malicious data unless you are certain that

the risk of infection is minimal.
Save image, download data etc. per your needs in the browser:
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Cepreii COOSTHMH paccKasas O IOJIe3HbIX
(YHKILMSIX MOCKOBCKOT'O ITOpTaja
IIOTPeOoUTEIS

Open Image in New Tab

Save Image As...
Copy Image
Copy Image Link
Email Image...

Inspect (Q)

Figure 8 Download data

‘i, Download
Open the menu on left side and on click Download

the file you want store from virtual browser to your local device:

, then download

‘i, Download Files

Items in the session's Downloads folder will be
available to download to your computer here.

Figure 9 Download file selection

If needed, you can also upload files from your computer to virtual browser in Kasm
workspace. Select upload in menu and upload files. Then you can access them from virtual
browser as usual.

Microphone Disabled
Clipboard
i, Upload Files

Download

Upload

Drop Files Here or Select Box to Add Files

Streaming Quality

Share Instance

Figure 10 Upload to Kasm workspace

Page 7 of 8

Internal



~

ww RadioFreeEurope
Radioliberty

Troubleshooting and Common Issues

e If blank page appears — wait a few seconds and try to refresh the page.

¢ |If given website is not showing/showing errors try explicitly use http:// or https://
based on the situation, for example:

e [ The trusted source for IF x POCTOBCKMIA 06MaCcTHON « X PocToBCKMit obnacTHol « X | 404 Not Found X | +

(o NG ‘O 8] mos.ru

404 Not Found

Q https:/fmos.ru

@ https://mos.ru/ — Visit

o Specify https:// (or http:// based on situation)
[ The trusted source for IF x POCTOBCKMIA 0671aCTHO « X PocToBCKMit 06nacTHOi < X | [] OduumanbHblil caitt M3 X | +

= > C ‘O 8 https://www.mos.ru

|:| mos.ru OduumanbHbii canT Mapa MockBb!

HosBoct Aduwa Yenyrm Map Bnactb Kapta Moit paitioH  [Momollb

BoeHHas cny>6a no KOHTpaKTY: BbIMaaThl, JibFOTbl, KaK 3anmcaTbCs
O

e Shall you see message “No resources are available to create the requested Kasm.
Please try again later or contact an Administrator” please wait a few minutes and try
it again. If workspace with virtual browser won’t appear even after 10-15 minutes
please contact me.
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